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WHAT IS HIPAR?

® HIPAR = HEALTH INSURANCE PORTABILITY
AND ACCOUNTABILITY ACT. FEDERAL LAW
THAT WAS PASSED IN 1996.

® GREATED BY — UNITED STATES DEPARTMENT
OF HEALTH AND HUMAN SERVICES (DHHS)




HIPAAIS A COMMON SET OF STANDARDS THAT PROTECTS

CERTAIN PROTECTED HEALTH INFORMATION (PHD.

THERE ARE SEVERAL COMPONENTS - BUTWE AREMOST
CONCERNED WITHTHE “PRIVACY RULE’




THE PRIVACY RULE

® THE INTENT OF THE PRIVAGY RULE IS TO PROVIDE BASIC RIGHTS REGARDING
THE USE OF “PROTECTED HEALTH INFORMATION” (PHI).

® ITPROTECTS ALL “INDIVIDUALLY IDENTIFIRBLE HEALTH INFORMATION.”
® ELECTRONIC, PAPER, OR ORAL.
® APPLIES TO “COVERED ENTITIES.”




THREE CATEGORIES:
® HEALTH PLANS.

® HEALTH CARE CLEARING HOUSES.

AHOISY ket
GOVERED |
ENTITY? FCFRD FALLS UNDER THE

HEALTH CARE PROVIDER CATEGORY.

LAW ENFORCEMENT IS NOT A COVERED ENTITY
AND THEREFORE IS NOT ENTITLED TO PHL.




WHO IS A COVERED ENTITY?

A Healthcare Provider A Health Plan A Healthcare Clearinghouse

- Doctors - Healthinsurance - Ahillingservice

« Clinics Companies « Arepricing company

 Nursing Homes « HMOs (which takes the hills, natches

- Urgent Care Facilities - Company Health them up with the insured’s

- Jail Medical Staff Plans contract with the hospital, and
- Government adjusts them to the pre-

Someone of equal or higher Programs for negotiated price).

medical certification / license Healthcare « A community health

involved with the treatment from management information

the origin of transport and system or community health

continuity of care at the information system.




WHAT'S REQUIRED?

THE PRIVACY RULE REQUIRES COVERED ENTITIES
T0:

® PROTECT PHL.
® DESIGNATE A PRIVACY OFFICER.
® LOOK FOR “LEAKS"” IN THE POLICY.

® CONDUCT / DOCUMENT TRAINING FOR
THE ENTIRE FIRE AND RESCUE
DEPARTMENT / SYSTEM.

® DEVELOP AN AUTHORIZATION FORM FOR
RELEASE OF PHL.




Frederick County Telephone: (340) 6655618
Public Safety Building FAYL (540) 6784730
1080 Coverstae Dr. Website: worw fcfrd com

Winchester, VA 22603
Frederick County Fire & Rescue Department
Patient Request for Access to Protected Health Information

Patient Name: Date of Birth
Street Address:
City State: Tip Code:

Phone Number:
Right to Request Access to Your PHI and Our Duties:

You {or your authorized representative) have the right to inspect or obtain a copy of your
protected heaith information {“PHI”) that we maintzin in a designated record set. If we
maintain your PHI in electronic format, then you also have a right to obtain 2 copy of that
information electronically. In addition, you may request that we transmit a copy of your PHI
directly to another person and we will honor that request when required by law to do so.
Requests to transmit PHI to another party must be in writing, signed by you [or your
representative), and clearly identify the designated person to whom the PHI should be sent,
and where the PHI should be sent.

Generally, we will provide you [or your authorized representative) zccess to your PHI within
thirty (30) days of your request. We may verify the identity of any person who requests access
to PHI, as well as the authority of the person to have access to the PHI by asking the requestor
to provide the patient's social security number, date of birth, legal authority to act on behalf of
the patient [such as a power of attorney) or other information necessary to verify that the
requestor has the right to access PHI. In limited circumstznces, we may deny you access to
your PHI, and you may appeal certain types of denials. We may also charge you a reasonable
cost-based fee for providing you access to your PHI, subject to the limits of applicable state law.

Request for Access to PHI:
Below, please describe the PHI that you are requesting access to with as much specificity as

possible. Specify dates of service and other details that will allow Fraderick County Fire &
Rescue to accurately and completely fulfill your raquest.

Specify How You Would Like us to Provide Access:

Pleas check all that apply and fill out the requestad information, whers indicated.

Please provide me with a copy of my PHI

Mail or Fax. Please send a copy of my PHI to me at the following address:

Street:

City: State: Zip Code

Fax:

Email: Please send a copy of my PHI, password encrypted. to the
following email. The file will come in PDF format.

Email:

Please transmit 2 copy of my PHI ta the following party at the following mailing

address, fax or email address in POF format:

D Party:
Email: Fai:
Street:
City: State: Zip Code:

i of Request Date:

Reguestor Information (if requestor is different from patient):

Name:

Relationship to Patient (parent, legal guardian, etc):

Street Address:

City: State: Zip Code:

Please return completed form to:
Frederick County Fire and Rescus
Department Privacy Officer
1080 Coverstane Dr,
winchester, VA 22602

FCFRD PHI REQUEST FORM FOUND ON OUR WEBSITE AT WWW.FCFRD.COM



http://www.fcfrd.com/
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PROTECTED HEALTH
INFORMATION

PHIIS ANY INFORMATION CREATED OR RECEIVED BY A
HEALTH CARE PROVIDER WHICH RELATES TO:

PAST, PRESENT, OR FUTURE PHYSICAL OR MENTAL
CONDITIONS.

PROVISION OF HEALTH CARE.
PAST, PRESENT, OR FUTURE PAYMENT FOR CARE.
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EXAMPLES OF PHI
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MEDICAL RECORD NUMBERS sum[sﬂmw NUMBERS ADMBSW.DB.BHARGED ® sncIAl SEc“anv ““MBE“
WHAT IS PHI? * SCENE PICTURES THAT INCLUDE LICENSE PLATES

® MEDICAL CONDITION / PAST MEDICAL HISTORY
* FULL FACE PHOTOS







® PCR'S SHOULD BE KEPT IN A SECURE LOCATION.

° ALWAYS LOG OUT OF YOUR REPORTING SOFTWARE BEFORE WALKING AWAY FROM YOUR
TABLET OR COMPUTER.

* NETWORKS CONTAINING PCR'S SHOULD BE PASSWORD-PROTECTED WITH USER SPECIFIC
LOGINS.

° GENERIC LOGINS ALLOW FOR ANONYMOUS ACCESS TO PHI AND SET UP THE FIRE AND
RESCUE DEPARTMENT FOR LIABILITY.

° INCLUDE CONFIDENTIALITY STATEMENTS ON E-MAILS AND FAKES THAT CONTAIN PHI.
® NEVER RLLOW SOMEONE ELSE TO USE YOUR LOGIN INFORMATION.




USE CAUTION...

BEWARE DO NOT DISCUSS ANY PHI, SUCH AS:

® CURRENT OR PRIOR INCIDENT(S) WHILE RE-STOCKING AMBULANCE OR
TYPING YOUR REPORT AT THE HOSPITAL.

® ACALLANYWHERE OTHER THAN AN OFFICIAL AUDIT OR REVIEW.

3
n|scmSE ® “INTERESTING” CALLS, FAMOUS PATIENTS, OR NEIGHBORS.

v' ° SHARING A CO-WORKER OR FELLOW RESPONDER’S PHI.

® POSTING SCENE PHOTOS ON SOCIAL MEDIA. REMEMBER EVEN OFF DUTY,
THE PUBLIC SEES YOU AS A REPRESENTATIVE OF THE FIRE AND RESCUE
DEPARTMENT / SYSTEM.




PATIENT GARE REPORT (PCR] COPIES

WHO SHOULD GET A COPY OF MY FOR EXAMPLE: 7_;3

PATIENTS PPCRD
* ONLY PERSONNEL DIRECTLY * IFITRANSPORT IN AN AMBULANCE

INVOLVED IN PATIENT CARE

FROM A DIFFERENT AGENCY BUT NO
QUALITY ASSURANCE (QA), OR

REPRESENTATIVES FROM THAT
BILLING ARE PERMITTED AGENCY RIDE ON THE CALL THEY ARE
ACCESS TO THE PATIENTS

NOT COVERED AND CAN NOT OBTRIN

PATIENT CARE REPORT (PCR). THAT PATIENTS PCR.




UNSURE ABOUT DISCUSSING ‘
AN INCIDENT?

ASK YOURSELF...

WOULD A JUDGE AGREE THAT THE DISCLOSURE BENEFITED
PATIENT CARE AND WAS PERFORMED WITH THE UTMOST

DISCRETION?

IF YOU WERE THE PATIENT, WOULD YOU WANT AN
«EMBARRASSING” INJURY OR ILLNESS TO BE DISCUSSED?




The Fire and Rescue
Department must make a Good

Faith attempt to provide an NPP
to each patient.

You are required by law to offer

NOTICEOF |1
PRIVACY

PRACTICES |-y
[NPP)

The Fire and Rescue Department
must also make an efforttogeta
signed “Acknowledgement of
Receint.”




NOTICE OF PRIVACY PRACTICES

Any department that charges for service needs to give aNPP to every patient
thatis transported, including a signature form which acknowledges receint
and permission to hill insurance on the patient's hehaif.

Every career and volunteer member of the Fire and Rescue Department /
System must review and be famifiarwith this material.

The NPP is also available on the internet at



http://www.fcfrd.com/

NOTICE OF PRIVACY PRACTICES
THIS NOTICE DESCRIBES HOW MEDICAL

N ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION,

PLEASE REVIEW IT CAREFULLY

‘We are required by law: to maintain the privacy of protected
health information: to provide you with a notice of our legal
duties and privacy practices with respeet to protected health
information: to notify affected individuals of any breach of
unsecured protected health information; and to abide by the
terms of the notice currently in effect. If you have amy
questions, please call the Frederick Countv Fire and Rescue
Department Privacy Officer at (340) 665-5618 or write to:
Frederick County Fire and Rescue Department, C/0 Privacy
Officer, 1080 Coverstone Drive, Winchester VA, 22602,

Effective Date: April 10, 2025

HOW WE MAY L AND  DISCLOSE  MEDICAL
INFORM 10N ABOUT YOU

For Treatment. We may usc medical information about you to
provide vou with medical treatment or services. We may disclose
medical information sbouwt you to doctors, nurses, technicians,
students, or other personnel who are involved in taking care of
you. For example, a doctor may meed w consult with us
concerning items or services we have provided to you in order to
sclect the most appropriate care for your needs. We also may
disclose medical information sbout you to people outside Fredenck
County Fire and Rescue Department who may be mvolved m your
medical care after you have reecived care with Frederick County
Fire and Rescue Depariment, such as family members, clergy, or
others who provide services that are part of vour care such as
doctors, nurses, therapists, home health agencies, nursing homes,
and medical equipment providers.

For Pavment. We may use and disclose medical information about
you so that the treatment and services you receive from Fredenck
County Fire and Rescue Department may be billed to and payment
collected from an insurance company or a third pany. For example,
we may need to give your health plan informanion about treatment
you recerved from our providers so your health plan will pay us or
reimburse you for the treatment. We may also tell your health plan
about the treatment you arc going o receive to

obtaim prior approval or to determine whether your plan will cover
the treatment. We also may disclose information about vou to
another health care provider, such as a hospital or nursing home,
for their payment activitics concerning you.
For Healtheare Operations. We may use and disclose medical
information about you for Fredenck County Fire and Rescue
Department operations. These uses and disclosures are necessary
to run the organization and make sure that all of our patients
receive quality care.  For example, we may use medical
information to review our treatment and services and to evaluate
the performance of our staff m caring for you. We may also
disclose information to doctors, nurses, technicians, students, and
others for review and leaming purposes. We also may disclose
information about vou for the health care operations of another
provider or organization if you have also received care from them.
To Business Associates. We are permitted by law to utilize

Associates to camy out payment or health care
operations functions that may involve the use and disclosure of
some of your health information. For example, we may use a
billing service or accounting service to handle some billing and
payments functions. We may also use health care consultants o
assist us in improving or upgrading the services we offer o
patients. However, in any such instance. unless the disclosure of
health information is o another health care provider for the
purpase of providing treatment to you, we will have entered into a
formal Agreement with the Business Associate that requires the
Business Associate to maintain the confidentiality of any patient
information received and generally requires the Business
Associate to limit its use of such information to only the purpose
for which it was disclosed byus.
Treatment Alternatives. We may use and disclose medical
information to tell you about, or recommend, possible treatment
options or altematives that may be of interest to you.
Healih-Related Benefits and Services We may use and disclose
medical information to tell you about health-related benefits or
services that may be of interest to you.
Individuals Involved in Your Care or Pavment for Your Care.
Unless you tell us otherwise, we may release medical information
about you to a friend or family member who is involved in your
medical care. We may also give information to someone who helps
pay for your care. In addition. we may disclose medical
information about wvou to an entity assisting in a disaster relicf’
effort so that your family can be notified about your condition,
status, and location.
Research, Under cortain cireumsiances, we may usc and disclose
medical information abowt you for research purpeses.  For
example. a research project may involve companng the health and
recovery of all patients who receved one medication to those who
received another for the same condition. Where consistent with the
research goals and purposes, we will use or disclose only de-
identified information, so that your identity cannot be ascertamed
from the informanon disclosed. When rescarch cannot be
conducted with such de-sdentificd information, we will usually ask
for your specific authorization for such use or disclosure.
As Reguired By Law. We will disclose medical information about
you when required 1o do so by federal, state, or local law.
To Avert a Serious Threat to Health or Safety. We may use and
disclose medical mformation about you when necessary to prevent

a serious threat to your health and safety or the health and safety of
the public or another person, consistent with applicable law. Any
disclosure, however, would only be to someone able to help
prevent or lessen the threat.

Organ and Tissue Donation. If you are an organ donor, we may
release medical information to organizations that handle organ
procurement of Grgan, eye, of tissue ransplantation, or to an organ
donation bank as necessary to facilitate organ or tissue donation
and transplantation.

Military and Veterans. If you are a member of the armed forces,
we may release medical information about you as required by
military command authoritics. We may use and disclose to
components of the Depariment of Veterans Affars medical
information about you to determine whether you are cligible for
certain benefits.

Workers’ Compensation. We may release medical information
about you as authonzed by Workers™ Compensation laws or similar
regulations.

Public Health Activities. We may disclose medical information
about you for public health actvities. These activities generally
include the following: to prevent or control discase. mjury. or
disability; to report births and deaths: to report reactions o
medications or problems with products; to notify people of recalls
of products they may be using or, to nobify the appropriate
government authornity if we believe a patient has been the victim of
abuse, neglect, or domestic violence.
Health Owersight  Activities. We may  disclose  medical
information to a health oversight agency for activities authorized
by law. These oversight sctivities include, for example, audits,
investigations, inspections, and licensure. These activities ane
necessary for the govemnment to monitor the healtheare system,
government programs, and compliance with civil nghts laws.
Legal Proceedings. We may disclose medical information about
you in response to a valid court or administrative order. We may
also disclose medical information about you in response to a
subpocna, discovery request, or other lawful process.

Law Enforcement. We may release medical nformation if asked
to do so by a law enforcement official: in response to a valid count
order, subpoena, warrant, summons, similar process or with your
authorization; 1o identify or locate a suspect, fugitive, material
witness or missing person; about the vicim of & crime if, under
certain limited circumstances, we are unshle to obtain the person’s
agreement; about a death we believe may be the result of cniminal
conduct; about cnminal conduet within Frederick County Fire and
Rescue Depanment; or, In emergency circumstances to repoft a
crime, the location of the crime or wvictims, or the identity,
deseniption, or location of the person who committed the crime.

; Medical Examiners, and Funeral Directors. We may
release medical information o a coroner or medical examiner. We
may also release medical information about deceased patients 1o
funeral directors as necessary o carry out their dutics.

MNational Security and Intelligence Activities. We may release
medical information about you to authorized federal officials for
intclligence, counterintelligence, and  other national  secunty
activitics authorized by law.

Protective Services for the President and Others. We may
disclose medical information aboui you to authonzed federal
officials so they may provide protection to the President. other




authorzed persons, or foreign heads of state, or conduct special
Investigations.

Inmates. If vou are an mmate of a corectional institution or under
the custody of a law enforcement official, we may release medical
information about you to the comectional mstitution or law
enforcement official.

YOUR RIGHTS REGARDING MEDICAL INFORMATION
ABOUT YOU
Right to Inspect and Copy. You have the right to inspect and to
abtamn a copy of medical information that may be wsed o make
decisions about your care. Usually, this includes medical and
tilling records but does not include psychotherapy notes. To
mspect or obtain a copy of medical mformation that may be used to
make decisions about you. you must submit your request n writing
to the appropnate medical records or billing office. If you request
a copy of the information, we may charge a foe for the labor,
supplies and postage associated with your request. If you agree, we
may provide you with a summary of the mformation instead of
providing you with access to it or provide you with an explanation
of the information instead of a copy. Before providing you with a
summary or explanation, we first will obtain your agreement to pay
the fees, of any, for preparing the summary or explananon. We may
deny wour request to inspect and copy medical information in
certain circumstances. If you are denied access to medical
information, you may request that the denial be reviewed.

Right to Amend. If you feel that the medical information we have
about you is incomect o incomplete, you may ask us to amend the
information. You have the right to request an amendment for as
long as the information is kept by or for Frederick County Fire and
Rescue Department. To request an amendment, your request must
be made in writing and submitted to the appropriate medical
records or billing department, and you must provide a reason that
supports vour request. We may deny vour request for an
amendment if it is not in writing or does not include a reason to
support the request. In addition, we may deny your request if you
ask us to amend information that: was not created by us, unless the
person or entity that created the mformation is ne longer available
to make the amendment; is not part of the medical mformation
kept by or for Frederick County Fire and Rescue Department; 1s
not part of the mformation which you would be permitied to
inspect and copy: or is accurate and complete. You will be
informed of the decision regarding any request for amendment of
your medical mformaton and, of we deny your nequest for
amendment, we will provide you with information regarding your
nght to respond to that decision.

Right to_an_Accounting of Disclosures. You have the right to
request an accounting of disclosures. This s a list of the
disclosures we made of medical mformation about you other than
disclosures made to you, disclosures which you authorized,
disclosures for treatment, payvment or operations, or ceriain
disclosures required by law. To request this list or accounting of
disclosures, you must submit your request in writing to the
appropriate medical records department. Y our request must state a
time penod that may not be longer than six years and may not
include dates before Apnl 14, 2003, Your request should indicate
in what formyou want the list (for example: on  paper,

electronically). The first list vou request within a 12-month period
will be free. For additional lists, we may charge you for providing
the list. We will notify you of the charge involved, and vou may
choose to withdraw or modify your request at that time before any
charges are incurred.

Right to Reguest Restrictions. You have the right to request a
restrigtion or limitation on the medical information we use or
disclose abour wou for treatment, payment, or healthcare
operations. You also have the right to request & limit on the
medical information we disclose about you to someone who s
mvolved in your care or the payment for your care, like a family
member or frend. We are not required by law to agree to a
requested restriction except where you request that we not disclose
information to & health plan for payment or health care operations
and the information relates only to a health care item or service for
which we have been paid in full. If we do agree, we will comply
with your request unless the information is needed fo provide you
with emergency treatment. To request restrictions, you must make
your request in writing to the approprate medical records or billing
office. In your request, you must tell us (1) what mformation you
want to limit; {2) whether you want to limit our use, disclosure, or
hoth; and (3) to whom you want the himits to apply. for example,
disclosures to your spouse.

Right to Confidential Communications. Yoo have the nght to
Tequest to receive communications from us on a confidential basis
by using alternative means for receipt of information or by
receiving the information at alemative locations. For example, you
«can ask that we only contact you at work or by mail, or at another
mailing address, besides your home address. We must
accommodate your request, if it is reasonable. You are not required
to provide us with an explanation as to the basis of your request,
but you must specify how or where you wish to be contacted.
Contact our Privacy Officer or the appropriate medical records or
billing office if vou require such confidential communications.
Right to a Paper Copy of This Netice. You have the nght o a
paper copy of this Notice and may ask us io give you a copy of this
Motice at any time. Even if you have agreed to receive this Notice
clectronically, you are still entitled to a paper copy of this Notice.
To obtain a paper copy of this Motice, request a copy from the
person who is registening you as a patient, or submit a request i
writing to our Privacy Officer.

CHANGES TO THIS NOTICE

We reserve the right to change this Notice. Wee reserve the nght to
make the revised Notice effective for medical information we
already have about vou as well as any information we receive in
the fumre. We will post a copy of the current Notice at our
locations. The Notice will contain on the first page. in the top thind
center, the effective date. A paper or electronic copy of the revised
Motice will be available upon request on or after the effective date
of therevision.

OTHER _USES  AND DISCLOSURES OF MEDICAL
INFORMATION

Other uses and disclosures not covered by this Notice or the laws
that apply 10 us may only be made with your written suthorization.
Your written authorization will typically be required for most uses

and disclosures of psychotherapy notes, most uses and disclosures
for marketing, and most amangements ivolving the sale of
protected health information. If you provide us with authornzatson
to use or disclose medical information about you, you may revoke
that authorization, m wnting, st any time. If vou revoke vour
authorzation, we will no longer wse or disclose medical
information about you for the reasons covered by the authorization.
You understand that we cannot recall any disclosures we have
already made with your suthorization and that we are required to
retain our records of the care that we provided forvou.
COMPLAINTS

If you believe your privacy rights have been violated, you may file
a complaint with the Secretary of the Depamment of Health and
Human Services or our Privacy Officer. All complamis must be
submitted m writing. You will not be retaliated agamst for filing a
complami.

APPLICABILITY

This Notice applics to the records of your care owned by the
entities and departments of Fredenick County Fire and Rescue
Department listed in the Contact Information below, whether made
by Fredenck County Fiwe and Rescue Depariment personncl,
contractors, or your personal doctor. Your personal doctor may
have different policies or notices regarding the doctor's use and
disclosure of medical information owned by your doctor.

CONTACT INFORMATION
For copies of your medical record or billing inguiries, contact:

N . Medical Records -
Service Provider Depa t Billing Office
Frederick County Fredenck County
Fire and Rescue Fire and Kescue Digitech
Depanment Department 480 Bedford Road
1080 Coverstone 1080 Coverstone Ste C-202
Dirive Drive Chappaqua, NY
Winchester, VA Winchester, VA 10514
22602 22602
(914) T41-1919,
(540) 665-5618 option T
(540) 665-5018

PRIVACY OFFICER

You may contact the following office with any concerns:
Telephone: (540) 665-5618

Address: Fredenick County Fire and Rescue Department, C/Cr
Privacy Officer, 1080 Coversione Drive, Winchester, VA, 22602,




NPP IN EMERGENGY SETTINGS

® DURING THE EMERGENCY TREATMENT OF A PATIENT, THE NPP
MUST BE GIVEN AS SOON AS PRACTICAL AS DETAILED IN 45
CFR 164.520 OF THE PRIVACY RULE.

®  PROVIDERS MAY PROVIDE THIS INFORMATION AFTER THE
TRANSFER OF PATIENT CARE AT THE RECEIVING FACILITY.

¢ THIS ENSURES THAT THE PROVISION OF THIS INFORMATION
DOES NOT INTERFERE WITH PATIENT CARE OR BECOME LOST
DURING THE EMERGENT PHASE OF TREATMENT. IF AFTER
TRANSFER OF CARE IT IS STILL NOT FEASIBLE TO PRESENT THE
PATIENT WITH THE NPP, THEN THE EMS PROVIDER MAY LEAVE

IT WITH THE ASSIGNED NURSE TO PRESENT WHEN ITIS
FEASIBLE.




PERMITTED DISCLOSURES

® TREATMENT

DISCLOSURE OF PHI IS ® PAYMENT
ACCEPTABLE IN THE * OPERATIONS

FOLLOWING

CIRCUMSTANCES: ® PUBLIC HEALTH REGULATIONS

° VICTIMS OF ABUSE

° JUDICIAL PROCEEDINGS

® LAW ENFORCEMENT

° BIRTHS AND DEATHS

® RESEARCH

® PROTECTION OF PUBLIC
SAFETY




TREATMENT,
PAYMENT, AND
OPERATIONS

3 an
Treatment - giving PHI to other Payment - receiving PHI from
providers involved in patient other providers, as necessary
care, such as the hospital. for hilling.
/ -
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Operations - audits, quality
assurance assessments.




PUBLIC HEALTH ACTIVITIES

Disclosures to public notification of
health authorities, as communicable diseases
authorized hy State Law. to EMS Providers

involved in an exposure.
/




VIGTIMS OF ABUSE, NEGLECT, AND
DOMESTIC VIOLENCE

THELAW REQUIRES (AND HIPAA ALLOWS?):

v/ REPORTING AN “ENDANGERED ADULT” BELIEVED TO BE A VICTIM OF BATTERY, NEGLECT,

OR EXPLOITATION TO ADULT PROTECTIVE SERVICES OR LAW ENFORGEMENT.

v/ REPORTING A CHILD THAT IS BELIEVED TO BE A VICTIM OF ABUSE OR NEGLECT TO THE
IMMEDIATE SUPERVISOR, CHILD PROTECTIVE SERVICES, OR LAW ENFORCEMENT.

v/ HIPAR SHOULD NEVER GET IN THE WAY OF REPORTING ABUSE!




JUDICIAL PROCEEDINGS

DISCLOSURE MUST ONLY BE MADE WHEN A JUDGE
OR GRAND JURY ORDERS DISCLOSURE THROUGH A
SUBPOENA OR WARRANT.

“A PRIVATE ATTORNEY DOES NOT HAVE THE
AUTHORITY TO ORDER A PROVIDER TO DISCUSS A
CASE. IFCONTACTED BY AN ATTORNEY, ALWAYS
CONTACT YOUR SUPERVISOR, THE COUNTY'S LAW
OFFICE, AND PRIVACY OFFICER FOR ADVICE
BEFORE PROCEEDING.™



LAW ENFORCEMENT

DISCLOSURE OF PHI TO LAW ENFORCEMENT IS PERMITTED WHEN:

® REQUIRED BY LAW.
® ORDERED BY A COURT.
® ORDERED BY ADMINISTRATIVE SUBPOENA.

"YOU MAY STILL ASK THE PRIVACY OFFICER OR YOUR SUPERVISOR FOR GUIDANCE!




LAW ENFORCEMENT

* NAME / ADDRESS

° DATE / PLACE OF BIRTH

® SOCIAL SECURITY #

° BLOOD TYPE

° DATE / TIME OF TREATMENT




LAW ENFORGEMENT
DECEDENTS

You may request Law
Enforcement anytime you
feel an attended deathis

“suspicious” in nature.

You are not required to make
a “legal conclusion” that the
death resulted from a crime.

Only a “suspicion” is
required.

You may release PHI to alert
Law Enforcement of a
patient’s death, IF the death
may have resulted from
criminal activity.




LAW ENFORCEMENT

AS PATIENT CARE ADVOCATES, EMS PROVIDERS SHOULD
ENCOURAGE LAW ENFORCEMENT TO GAIN INFORMATION
DIRECTLY FROM THE SOURCE, WHEN POSSIBLE.

ANY REQUESTS FOR INFORMATION REGARDING THE
INCIDENT SHOULD BE DIRECTED TO THE FIRE AND
RESCUE DEPARTMENT'S PRIVACY OFFICER.
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LAW ENFORCEMENT

113

LAW ENFORCEMENT IS NOT A COVERED
ENTITY; THEREFORE, THE PATIENT STILL
MAINTAINS THEIR RIGHT TO PHI EVEN WHEN
IN CUSTODY. PHIMUST REMAIN PROTECTED
UNLESS CONSENT IS GIVEN.

THE PATIENT STILL HRS THERIGHTTO
CONSENT TO TRANSPORT AS LONG AS THEY
ARE MENTALLY AND PHYSICALLY CAPABLE TO
CONSENT, AND SIGN AS SUCH EVEN WHILE IN
CUSTODY.

&b

WHEN RELEASING A PATIENT TO LAW
ENFORCEMENT CUSTODY (PATIENT
REFUSING TRANSPORT TO THE HOSPITAL BY
AMBULANCE), THEY ARE NOT PROVIDING
MEDICAL CARE; THEREFORE, WE DO NOT
SHARE PHI WITHOUT CONSENT FROM THE
PATIENT.



LAW ENFORCEMENT

For a guide from
HHS regarding
Law Enforcement:

/

hitps://www.hhs.gov/sites/defa

ult/files/ocr/privacy/hipaa/und
erstanding/special/emergency/

ment.pdf

y



https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf

Penalty
Tier

Level of
Culpability

PenaityTier Level of Culpahliity

Minimum
Penalty per
Violation
(2019

Minimn
Penaity per
Violation

Maximum
Penalty per
olation
2019

Maximum
Penalty per
Wiolation

New Maximum
Annual Penalty
2019r

Tier1

Lackof Knowledge

$121

$63973

$1919.13

Tier2

Reasonahle Cause

$1280

$63973

$1919.13

Tier 3

Willful Neglect-
Corrected

$127194

$63973

$1919.113

Tier4

Williul Neglect - Not
Corrected within 30 days

$63973

$1919,113

$1919.113

CIVIL
PENALTIES i

THEU. S. DEPARTMENT

OF HEALTH AND HUMAN

SERVICES MAY IMPOSE

CIVIL PENALTIES ON A

COVERED ENTITY FOR

FAILURE TO COMPLY

WITH A PRIVACY RULE
REQUIREMENT. D




CRIMINAL PENALTIES

® APERSON WHO KNOWINGLY OBTAINS OR DISCLOSES INDIVIDUALLY IDENTIFIABLE
HEALTH INFORMATION IN VIOLATION OF HIPAA FACES A FINE OF $50,000 AND UP TO ONE
(1) YEAR IMPRISONMENT.

® THECRIMINAL PENALTIES INCREASE T0 $100,000 AND UP TO FIVE (5] YEARS

IMPRISONMENT IF THE WRONGFUL CONDUCT INVOLVES FALSE PRETENSES, ANDTO
$250,000 AND UP TO TEN (10) YEARS IMPRISONMENT IF THE WRONGFUL CONDUCT
INVOLVES THE INTENT TO SELL, TRANSFER, OR USE INDIVIDUALLY IDENTIFIABLE HEALTH
INFORMATION FOR COMMERCIAL ADVANTAGE, PERSONAL GAIN, OR MALICIOUS HARM.

® CRIMINAL SANCTIONS ARE ENFORCED BY THE U. S. DEPARTMENT OF JUSTICE.

* PUB.1.104-191;420.5.C. §1320D-6.




° YOUAND YOUR PARTNER RESPOND FOR A
NEIGHBOR WHO SUFFERS FROM DEPRESSION.

“IPM YOU DISCOVER DURING YOUR ASSESSMENT THAT
THE PATIENT HAS HAD SUICIDAL THOUGHTS.

seE“nlnu AFTER THE CALL, YOU ARE CONCERNED THAT
OTHER FIRST RESPONDERS IN YOUR COMMUNITY

0“! NEED TO KNOW THE EXTENT OF THE PATIENT'S
ILLNESS SO THEY CAN WATCH FOR WARNING
SIGNS SHOULD THE DEPRESSION DEEPEN.

® GANYOU SHARE WHAT YOU HAVE LEARNED WITH
YOU FELLOW FIRST RESPONDERS?




® NO, THIS IS A BREACH OF CONFIDENTIALITY.




° THEREIS A CALL IN YOUR TOWN. IT
INVOLVES THE TREATMENT OF AN
||||IM ENTRAPPED FARMER WHO SUBSEQUENTLY
DIES FROM HIS INJURIES. YOU ARE

seEHMI 0 CONGERNED THAT A CRITICAL INCIDENT

mn STRESS DEBRIEFING MIGHT LEAD TOA

VIOLATION OF HIPAA.
® SHOULD YOU BE CONCERNED?




® NO, A CRITICAL INCIDENT STRESS
DEBRIEFING IS HELD WITH ONLY
THOSE PROVIDERS INVOLVED IN
THE CALL. THE RULES OF CISM IS
THAT EVERYTHING SAID AT THE
DEBRIEFING IS CONFIDENTIAL.




THREE

® YOU ARE IN CHARGE OF PRESENTING A CE
SESSION FOR THE MONTHLY MEETING OF FIRST
RESPONDERS. YOU WANT TO SHARE SOME OF THE
DETAILS OF A RECENT CALL, BUT YOU ARE
CONCERNED YOU WILL BE IN VIOLATION OF HIPAA
BECAUSE THE PATIENT IS A RESIDENT IN YOUR
TOWN. CAN YOU DO CASE REVIEW AS
EDUCATIONS? IF SO, WHAT PRECAUTIONS SHOULD
YOU TAKE TO PROTECT THE PATIENT?




® YOU CAN USE THE DETARILS OF THE CALLAS
EDUCATION AS LONG AS YOU DO NOT GIVE
OUT IDENTIFYING INFORMATION SUCH AS
NAME, ADDRESS, ETC.




" I Pnn ® YOUAREINA HURRY WHILE COMPLETING THE
PCR OF THE LATEST CALL YOU'VE RUN. YOU

s c ENAH I 0 ATTACHED THE WRONG FACE SHEET TO THE PCR.

IS THIS CONSIDERED A HIPAR VIOLATION?




® NO,AS NO INFORMATION HAS BEEN
RELEASED. IT IS IMPORTANT TO RECOGNIZE
THE MISTAKE AND CORRECT IT BEFORE
POSTING THE REPORT.




° YOU HAVE JUST ASSISTED WITH
YOUR FIRST FIELD DELIVERY OF
A NEWBORN. YOU ARE SO
HIPAA EXCITED YOU POST IT ON

SCENARIOS FACEBOOK WITH PICTURES

FROM YOUR CELL PHONE. GAN
YOU DO THIS AND STILL GOMPLY
WITH HIPAA?




® NO. PUTTING INFORMATION ABOUT EMS
CALLS ON FACEBOOK IS A BREACH OF
CONFIDENTIALITY. EVEN IF YOU USENO
NAMES, IT WOULD BE VERY EASY IN A SMALL
COMMUNITY FOR PEOPLE TO FIGURE OUT
WHO THE MOTHER AND CHILD ARE. TAKING
PICTURES OF PATIENTS WITH YOUR
PERSONAL DEVICE FOR PERSONAL USEIS A
BREACH OF HIPRA. PICTURES SHOULD ONLY
BE TAKEN FOR USE IN REPORTING ON A
DEPARTMENT OWNED DEVICE AND NOT
SAVED ON THE DEVICE.




* YOU HAVE TRANSPORTED A
SUSPECT (NOW PATIENT]
THAT IS INLAW
ENFORCEMENT CUSTODY. THE
PATIENT CONSENTED TO THE
I'I IPM TRANSPORT. THE OFFICER
WOULD LIKE YOU TO PROVIDE

scENAnlo 6 ACOPY OF YOUR PATIENT

CARE REPORT TO HIM AFTER
YOU FINISH IT SO HE CAN
REVIEW WHAT HAPPENED
DURING THE TRANSPORT.
SHOULD YOU GIVE IT TO HIM?




® NO. THE PATIENT STILL HAS THEIR RIGHTS
TO THEIR PHL. IF THE OFFICER REQUESTS A
COPY OF THE REPORT, HE / SHE WILL HAVETO
DIRECT IT TO THE FIRE AND RESCUE
DEPARTMENT'S PRIVACY OFFICER. THISIS
NOT YOUR RESPONSIBILITY OR DUTY TO
PROVIDE THIS INFORMATION AS HE / SHE IS
NOT COVERED UNDER HIPAA.




® HTTP://WWW.HHS.GOU/OCR/PRIVACY/HIPAA/UNDERSTANDING/INDEX.HTM
L

* HTTP://\WWW.HHS.GOU/OCR/PRIVACY/HIPAA/UNDERSTANDING/TRAINING/
INDEX.HTML

® HTTP.//\WWW.PROVENA.ORG/USMC/BODY EMS.CFM21D=291

® HTTPS://\NWW.HHS.GOV/SITES/DEFAULT/HLES/OCR/PRIVACY/HIPAA/UNDE
RSTANDING/SPECIAL/EMERGENGY/FINAL HIPAR GUIDE LAW ENFORCEME
NL.PDF



http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/training/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/training/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/training/index.html
http://www.provena.org/usmc/body_ems.cfm?id=291
http://www.provena.org/usmc/body_ems.cfm?id=291
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf
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Documentation Update

With the constantly changing environment surrounding healthcare, our
documentation has come to the forefront.

Globally, we are going to a more patient centered system where all
records from pre-hospital, hospital, specialty, and rehabilitation facilities are
sharing their information in one patient file.

Ourrecords need to be accurate and complete to provide our patients
with the best overall care.

The following slides will review some common errors.




Documentation
Update

Remember all calls start at dispatch...why were you
callede

Paint a picture from start to finish. From dispatch to
onwéc?n.?, to fransfeming care at the hospital. Include
all details.

Like your mom says “Use your words”

You are trained to use descriptive words like
lateral, medial, superior, and inferior, so use
those. You also know the difference between a
femur and a humerus. Use the proper
terminology. When no one term fits, use the best
words to describe what you have seen.

All patients get an assessment so make sure you detail
that assessment in your narrative.

The chief complaint is the main thing the patient is
complaining of, not what the nursing home staff say
the laboratory values said.

The primary impression is your differential diagnosis
not what you were dispatched for.

Mental Status: What is their mental status and is this
normal for them.

Signature: Make sure }[/ou get the patient’s signature

with ALL calls. Only get the staff to sign if the patient
is medically or physically incapable.




Narratives Guidelines

Your role is to document
Transport and

Back to basics Treatment all relevant clinical
Transfer of Care information —
accurately, completely,
and honestly.
4 ) ( ) )
How did you treat How did the patient
Remember your your patient’s getonthe cote Walk,
tools like OPQRST complainte How — assisted, full lifte Why
and SAMPLE. did they respond to couldn’t they walk by
the treatment?e themselves?
.

Why did you place
the patient on O, or
start an IV, what (

was the clinical Who did you
reason? || fransfer your

patient to and
where?




bage 1n
Garbage out

YOUR ANALYSIS IS ONLY
AS GOOD AS YOUR DAT




Documentation

Update

The supplemental questions and fields in
your report are just as important as your
narrative. These questions are used for
a wide variety of reasons from Quality
Assurance (QA) to identifying
information for the continuation of care.
Common errors:

» Unit Call Sign / Vehicle Number
need to match.

» Transport mode from scene
(Emergent is Priority 1 or 2 with lights
and sirens, Non-Emergent is Priority
3).

Destination hospital (if you're not
going to Winchester Medical
Center, this needs to be changed).

Patient disposition.

Incident address when dispatched
to another jurisdiction.




Your ImageTrend Report

So, you did an awesome narrative that
has everything you did but you didn't put
anything under procedures and
medications. When we run numbers for
stafistics or grants, we need that
information to show how we are doing as
EMS Providers. This information must be
entered for proper reporting not only for
FCFRD, but the Virginia Office of EMS
requires it as well.

Documentation e hments

UdeTe EKG: If you place the patient on the
monitor you are required to include a

copy of the ECG Strip. This is
considered a part of the patient’s
medical record.

Facesheet: You are also required to
attach a facesheet, whenever
possible for each transport. This must
be for the correct patient. Attaching
a facesheet for the wrong patient is
considered a potential HIPAA
violation.




Documentation

Update

If you receive a notice that your report needs
attention, you are required o respond to that
request in a timely manner. Your officers will be
following up on outstanding reports and get a list
on a monthly basis.

Remember that PCRs are LEGAL documents and
should be treated as such. Sometimes the hospital
is not the only agency reading this report.

Remember that PCRs are only to be reviewed by
staff and crew that are directly responsible for QA
Operations, involved in patient care, or have an
approved reason to obtain that report. PCRs are
not reading material for “interesting” incidents.
Patient privacy is of the utmost importance.

As always, if you have a question or need help, we
are here to help!




Clear Facesheets:

When attaching Facesheets to the PCR,
please make sure you are taking a clear
photo. Blurry photos make it difficulf to
decipher insurance and demographic
information.

ALS Assessment:

If the ALS provider on the unit does any kind
of assessment on the patient, it must be
mentioned in the narative and the Medic
must also sign the PCR. Thisis a new
requirement which comes as aresult in

- changes with our biling company’s policies,
DOCU menTOTIOH as well as recent liti o’r?on regordYng%MS

U d ; C "l' fProvider_s. Tgis isk’ro C?Ip p_reveﬂq’r ’rcphyo,'zfs

rom going back and saying that the
padre CLon Provi e.rogn o e o “help”
he patient.

An ALS Assessment is anytime a Medic =~
(Intermediate or Paramedic) level provider is
dispatched and arrives on the scene. The
EMS Provider must glso participate in
assessment the patient. This does not mean
physically fouching the patient, it. means
observing and acfively deciding if the .
patient requires medic level care. Arriving
on scene and bem%plcced in service does
NOT count as an ALS assessment. AEMT
assessments are not considered ALS unless
accompanied by an ALS procedure.




Documentation

Update Con’'t

» ALS Assessment Continued:

>

What counts as an ALS Provider for an
ALS Assessmente

» An Intermediate or Paramedic
level provider

Where would | be able to add my own
documentation / narrative to areport
that was completed by another
provider?

» If you feel additional
documentation is warranted over
what the AIC listed, then do an
gdselndum to add additional

etails.

How am | supposed to sign the report?

» The crew should be adding you as
a provider on scene, giving you
access to the report

If you can’'t access a report, contact
Justin Shifflett or Andrew Hendershot
(justin.shifflett@fcva.us or
Andrew.hendershot@fcva.us)



mailto:justin.Shifflett@fcva.us
mailto:ustin.shifflett@fcva.us
mailto:Kathleen.wilcox@fcva.us

Documentation

Update Con't

We will also be requiring all staff who are on
the transporting unit and the medic chase
unit, if they assist or assess the patient, to sign
the report. The “Other Patient Caregiver at
Scene” signature block is for all of those
signatures as they are all EMS Providers. The
Medic will also be able to add an addendum
with any additional details they feel
appropriate to include and would not sign if
they do not agree with what is written.

Example: Rescue 16-1 and ALS1 responded
to a chest pain call. Crew and Medic
determined it notf fo be an ALS call, both
crew members on the ambulance and the
medic on the chase unit need to sign the
report.




Documentation

Update Con’'t

This new requirement means that the Driver, the
AIC, Students who are riding third person,
Volunteers who are assisting with patient care, and
new recruits who are precepting their 10 calls all
must sign the report.

» Everyone but students outside our agency will
sign under EMS Provider — All Report.

» Students outside of our agency will sign and
type their name as well as their school under
the Student Signature.

Example 1: Rescue 17-1 and ALS 1 are dispatched
to an abdominal pain. Crew and ALS Provider on

scene deem it a BLS call. The Driver, the AIC, and

ALST’'s Medic must sign the report.

Example 2: Medic 21-2is dispatched to a chest
pain with a paramedic student on board. The AIC,
the Driver, and the Student must all sign the report
in the appropriate signature locations.

Example 3: Ambulance 11-2 calls for a medic for
an unresponsive patient. Medic respondsin a
chase unit, amives on scene, and takes over
patient care. Both EMT Providers and the Medic
must sign the report.




Precepting

Preceptors should be listed as the AIC and Primary Patient
Caregiver and should sign as AIC.

Caregivers.

Procedures and medications given that are not in their
current scope should be listed under the Student name
(i.,e. AEMT student starts an IV, selects EMT-Advanced
Student as the person performing the procedure).

5/15/2025



ImageTrend Documentation

Once your report has been
posted, you cannot edit
your narrative. If you need
to make additions or
changes, you must add an
addendum. Addendums
are date / time and writer
stamped.

Patient assessment and who
performed the assessment
must be documented in the
procedures section.

Multiple assessments can be
documented.

All medications given
including oxygen and
normal saline flushes must
be included in the
medications section and
narrative.

All invasive procedures
need to be documented.



Next Steps

COMPLETE THE QUIZ YOU MUST SCORE IF YOU DO NOT PASS
80% TO PASS THE YOU WILL BE
TRAINING ALLOWED ONE RETEST
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