


What is HIPAA??

HIPAA = Health Insurance Portability and
Accountability Act. Federal Law that was passed in

1990.

Created by - United States Department of Health and
Human Services (DHHS).



Still not clear??

HIPAA is a common set of standards that protects
certain Protected Health Information (PHI).

There are several components — but, we are most
concerned with the “Privacy Rule.”




The Privacy Rule

The intent of the Privacy Rule is to provide basic rights

regarding the use of “Protected Health Information”
(PHI).

It protects all “individually identifiable health
information.”

Electronic, paper, or oral.
Applies to “covered entities.”
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FCFRD falls under the
Health Care Provider category!

Law Enforcement is NOT a covered entity, and therefore
is not entitled to PHI.




Who is a Covered Entity?

Doctors

Clinics

Nursing Homes
Urgent Care Facilities
Jail Medical Staff

Someone of equal or higher

medical certification/license
involved with the treatment

from the origin of transport

and continuity of care at the
destination hospital

Health Insurance
Companies

HMOs

Company Health Plans
Government Programs for
healthcare

A billing service

A repricing company
(which takes the bills,
matches them up with
the insured’s contract
with the hospital, and
adjusts them to the pre-
negotiated price).

A community health
management information
system or community
health information
system




What's Required?

The Privacy Rule requires Covered Entities to:
Protect PHI.
Designate a Privacy Officer.
Look for “leaks” in the policy.

Conduct / document training for the ENTIRE Fire
and Rescue Department / System.

Develop an Authorization Form for release of PHI.




Telephone: (540) 665-5618
FAX: (540) 678-4739
Website: www . fcird com
Frederick County Fire & Rescue Department
Patient Request for Access to Protected Health Information

Patient Name: Date of Birth:,
Street Address:

City:

Phone Number:

Right to Request Access to Your PHI and Our Duties:

You [or your authorized representative) have the right to inspect or obtain a copy of your
protected health information ("PHI”) that we maintain in a designated record set. [fwe
maintain your PHI in electronic format, then you also have a right to obtain a copy of that
information electronically. In addition, you may request that we transmit a copy of your PHI
directly to another person and we will honor that request when required by law to do so.
Reguests to transmit PHI to another party must be in writing, signed by you [or your
representative), and clearly identify the designated person to whom the PHI should be sent,
and where the PHI should be sent.

Generally, we will provide you (or your authorized representative) access to your PHI within
thirty (30) days of your request. We may verify the identity of any person who requests access.
to PHI, as well as the authority of the person to have access to the PHI by asking the requestor
to provide the patient’'s social security number, date of birth, legal authority to act on behalf of
the patient (such as a power of attorney) or other information necessary to verify that the
requestor has the right to access PHI. In limited circumstances, we may deny you access to
wour PHI, and you may appeal certain types of denials. We may also charge you a reasonable
cost-based fee for providing you access to your PHI, subject to the limits of applicable state law.

Request for Access to PHI:
Below, please describe the PHI that you are requesting access to with as much specificity as

possible. Specify dates of service and other details that will allow Frederick County Fire &
Rescue to accurately and completely fulfill your request.

Specify How You Would Like us to Provide Access:

Plesse check all that apply and fill out the requestad information, where indicated.

Please provide me with 3 copy of my PHI

Mail or Fax. Please send 3 copy of my PHI to me at the following address:

Zip Code:

Email: Please send a copy of my PHI, password encrypted. to the
following email. The file will come in PD'F format.

Emai
Please transmit a copy of my PHI to the following party at the following mailing

address, fax or email address in PDF format:

Designated Party-
Email:
Street:

Zip Code:
Signature of Requestor: Request Date:
Requestor Information (if requestor is different from patient):

Name:

Relationship to Patient (parent, lzgal guardian, etc.):

Street Address:

ity State: Zip Code:
Please return completed form to:
Frederick County Fire and Rescug
Department Privacy Officer
1080 Coverstone Dr.
Winchester, VA 22602

FCFRD PHI Request Form found on our website at


http://www.fcfrd.com/

More Requirements

Develop a Notice of Privacy Practices

When permitted, always disclose only the minimum
necessary Protected Health Information (PHI)

Update policies and procedures
Identify Business Associates and create contracts

Apply reasonable administrative, technical, and
physical safeguards




Privacy Officer

An individual within the organization that is responsible

for developing and implementing policies and procedures
required by HIPAA.

Frederick County Fire and Rescue Deﬁ).artment’s

Designated Privacy Officer is EMS Billing Manager
Christine Bauserman.

Other Certified Ambulance Privacy Officers in the

department available to assist with HIPAA questions are
Justin Shifflett and Justin Caldwell.



Protected Health Information

» PHI is any information created or received by a health
care provider which relates to:
Past, present, or future physical or mental conditions.
Provision of health care.
Past, present, or future payment for care.




Examples of PHI

Name

Address
Date of Birth / Age
Social Security Number

that include license plates
Medical condition / past medical history

Full face photos

1.ALOHA, SAM K
81000 PULEHU ST
HONOLULU, HI 96819




HIPAA should NEVER negatively impact the quality of
patient care or impede the ability to provide care!!!

The appropriate communication of PHI with other
: directly involved in providin
patient care does not constitute a violation of HIPAA.

Keep in mind “Minimum Necessary’! Broadcasting a
atient’s communicable disease could be a violation.
nstead of stating patient’s disease remind others to

use universal precautions.



Safeguarding PHI

PCR’s should be kept in a secure location.

Always log out of your reporting software before
walking away from your tablet or computer.

Networks containing PCR’s should be password-
protected with user specific logins.

Generic logins allow for anonymous access to PHI and
set up the Department for liability.

Include confidentiality statements on e-mails and
faxes that contain PHI. e

allow someone else to use your & »
e : (A
login information. \E
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Beware of discussion of PHI, such as:

Talking about current or prior incident(s) while re-stocking
ambulance or typing your report at the hospital.

Discussing a call anywhere other than an official audit or
review.

Discussing “interesting” calls, famous patients, or
neighbors.

Sharing a co-worker or fellow responder’s PHI.

Posting of scene photos on social media. Remember even
off duty, the public sees you as a representative of the Fire
and Rescue Department / System.



Patient Care Report (PCR) Copies

Who should get a copy of For example:

my patient's PPCR? If I transport in an
Only personnel ambulance from a
directly involved in different agency but no
patient care, Quality representatives from
Assurance (QA), or that agency ride on the
billing are permitted call, they are not
access to the patient’s covered and can not
Patient Care Report obtain that patient’s

(PCR). PCR.



Unsure About Discussing an Incident??

Ask yoursellf...

YoUR i
ol

Would a Judge agree that the disclosure benefited
patient care AND was performed with the utmost
discretion???

If you were the patient, would you want an
“embarrassing” injury or illness to be discussed?



Notice of Privacy Practices
(NPP)

The Department must make a Good Faith attempt to
provide an NPP to each patient.

You are required by law to offer the NPP to each
patient. You may also tell them it is available on our
website.

They don't have to take it, but you have to offer it.

The Department must also make an effort to get a
signed “Acknowledgement of Receipt.’



Notice of Privacy Practices

Any department that charges for service needs to give a
NPP to every patient that is transported, including a
signature form which acknowledges receipt and
permission to bill insurance on the patient’s behalf.

Every career and volunteer member of the Fire and Rescue
Department / System must review and be familiar with this
material.

An example can be viewed on the next two slides.

The NPP is also available on the internet at


http://www.fcfrd.com/
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quisissni, ples call the Frederick County Fire and Hescue
Deparment Privacs Officer st (540) 6655618 or write L
Frederick County Fire and Restue Departseal, UM Privicy
CiMecer., 1680 Coverstone Drive, Winchester YA, I160L

EfMative Dape: Sepiember 1, 2003

HOW WE MAY USE AND DISCLOSE MEDICAL
INFORMATICNN ABCPUTT VLI

For Treatmenl. We may we malical isfomabons aboul vou o
proside you with medical reslmenl of services. We may docloss
modecal alvrmalion abood vou 6 Sedlors, aumc, lochastian,
Hudenls, of oy perscnns] who e mvolved in lekieg cane ol
VBl For enample a dosior may sosd o comsull with e
cnmecrning ilems oF srvicet we hive provaded i yoo in erder ta
wlodd the miodl sppiopiale care [f youl noali We alas mday
oz ke micdical iafofmeton absul mbu|m|l|:]-:-;ul.lu1: Frdernick
Cemsnty Fire and Rescee Departmenl who may be mvelved movoar
medail case allel you hive feceived cife with Fralanck County
Fire amd Rescus Departmenl, such ai fsmily memberd, clengy, of
aher whe peovide serviced thal are padl of your care swch m
5 . mnen, lhetg laams healh sgencess, merung homes,
end madical equipmeanl praviders

Fur medl.  We may use end disel liczal =k 0
shemal vou s Ceal the eslmenl and ssrvicsd you eene Fom
Fradench Comty Fise snd Eewue Departmnl may be balled 1o
ind paymenl sollecied From an isurancs compasy of & Sisd paty
Fer cxample, we miy noad W grve pons health plan sefoemation
ibonil Bealmicnl yom mabaved Bos cur peviderd &8 youd health
plan will pay e o stunbesse you [or he bsatmeal. We may alas
=l pour health plan abwoud & Fomenl you @es guaing ka reesive i

alblan pract sppeoval o o delermme whather pour plaa walll cover
e reslmenl. We als ey dmchos mlomaton sboul you
mother health care provider, soch & & heopilal or numing hame,
Tiar thear parymenl scfrvilied Goacerning you
For Heslthcare (peralions.  We miy wee and discloss medsaal
ifermahon abeul vou G Fredenck Coanly Fie and Besdue
Departsent operatani. Thee weei wnd disclosuie: ane
ki run fhe orgamestion aml make sure Gl all of cur palienty
febsive qually e Fer caginple, wo imay usd msedal
infermalion L feveew uf bicalmenl aml scrviced and W ovalusle
Ih: p::ﬁnmnl.': ol o all ia carig Tor you We may b
infis w1 e T T whmlenls sl
atheri Nor feview and loarmmy porposcs.  We alss may dischoss
infrmabion albeul vou [ the health cars operation: of stk
provider of ergamestion of vou have ales recenval cwe Frs: them
Ta: Husipes Aeaciiies We ae permillad by b o otilies
Businsss Aisaseialed |0 cawy ool Wedlmenl, piymenl of health cwe
oprralionk [unchion: Bl mey invelve e e and Ssckeure ol
weae of yeous healh sl d. i ple, we miy o a
ballsiy servade of stvuslifg sFvice by h.-dl-: mime hilling and
pavments Tusclions: We may abes e health care consullants b
BRIl 48 18 improveg of apgraling servacss we aller W patssnt
However, in asy such inslance, usless the Sucloiure off healh
infrmalion = by dnolker health care provider ke the purpose ol
providing realmend o you, wes will have snlered ks & Dimmal
Agreement wilh the B Amociile lal g H: Buenes
AsRociale LG m e xmfidh lity af any g
resived i gencrally reguess the Em:- .ﬂ.uu.'l:l.l: & limil ilx
w0 such mlfsmmation W oaly fhe puipose Tor which il wm
el Iy ui
Trealsecnl Alrmalivies We may use and deedoss modscal
infrmalion o el you aboul, o ecomsmnd, pokable el
xpliigei (o Ihn.ﬂ'l-::lh:l.run'hul'nh:l.hl Wi
Heshih-Eelated Benefils anid Serviees W may use sl dischose
malaal safrmaion w 2l you sboo baalth-eclasd benelin of
wervices thal may be of ssleresl W vou
Isdividush lavalvel s Vour Care or Pavesenl Tor Year Care
Linless yen b2l us ctherwise, we may feb el mik
shoul vou 1o & fend o lmily member whe g volved = vous
malwal care. We may alss give iaformation o somoins whe
kel pary Far yins care o addilion, we say doekede modezal
ifrmion ahood yvou b @ Gl askiling b & dieer felel
et & thil youor [emily can be sotilod abool your condilion,
il sl lecalion
Resgareh. Lladsr conan crosmilances, we may wie anl disclose
malael mbirmaion aboul you for sscrch pumpessi Fuai
cammple, & rescarch projedd sy imvalyve Gampanag the health sl
resovery af all paticnls whea raccived o medszalion ko ase wh
rocaived another Tof he dame oomliton. Whene consislenl with
e pescarch goaki and [rerpeses, n:w:]]u.l:ulll:ln:lm]]--b—
dentalind inksmalion, & thil vour ul Be
e the infofmalicn  doehnked When rescarch cammol be
axmduciad with such de-slennfisd iafor v will waially ik
rn et dpecafic muthonealion Foe such uss o -h.knu.n:

i Raoquared By Law, We will =l d ml
ﬁu.l.l.m.l.hh:n requined W & w0 by lederal, slale of ool ks
'I'i--'nl‘.-ﬂ.i Serisus Threat o Health or Salety. We may i sl

mda:al ialfi abiul vou when noisesary Wy preveal

a woracud Dheoat b your health and safety oo he health and salety ol
the public of ancther with applicalls law. Ay

dismdhsiure, lwever, 1|I-'.l.|]||:| oaly Be W somcine able w bhelp
prevanl or lewien the threal
M il T:Id.t Doadation. [T yoe are o ongan doser, we may
n . s I fhl adle ey

precwmmenl af mgam, ors, E::u.l:h.'nuph:tl.l.um_m B dm g de
di Eank s y o Tl ocfgian o Eiue dosabion
arul Wil Ladaia
Mibtary seil Vilerans Ir]-unn': & member of the amial Foros,
we may ezl - absul yiou @i eeguinad 'b]-
mibary command suthonle:  We may use and disclose b
companmt ol the Def ol Al modal
mbwmation abeul vou o delermine whether you we chgdle T
certain Benedils

C We may felesse medical infirmalion
aboul you & hesimal by Wesker' Comj Lz o
smniilas 1
Puilili+ Health Acvities. We miay Ssolice medical ialrmaion
aboul you lor pubbe health setnaes Th:-.int:l Eenerally
mcdule the Tell BB | L o IRy, Of
dizaliliey, o rport beths sad dealks, 1o fepoil eadons W
medication o problemm with prodeds; L aolily peeple of recalls
of prodects they may b unng o, o eelfy the appropruals
govaramenl sulbordily of we Balisve & paliend hak been the viclim al
dbuse mepled], ] e et winkenee
Health  Osersight  Activitees We may  disclese  medcal
mbfzrmation o & balth avermight agency e aclivibes atharinl
By low. These ovemight sctnvites inclale, N enasple, dwmlis
mvelg &, &nd 1 Thease -

¥ i Ih menl & the healdicare svalcn,
govainmenl ||r|.'lﬁ|-ul. anl complismo: “ﬂ il aghs laws
Legal Bracending

Wie sy discl mlis alsenil

yom |.n |l|:q'.|.'lr|.lch.1- & valsl coudl or salessiralive order. We may

alwa ucnl infiod abiul vou in ERponE W0 &
imbpona, discovery requeil, of alficr lawTul peoces
Law Enloreement We may el madizal milk il el
b do s by @ lew enforccmenl efficaal. s scsponse b a valal coudl
order, mbpocm, warmnl, sumscas, smile peoaceis o with vour
ashorestion, W identily o locsle & aopecl, hgilive, msstial
wilnsss o modmy person, abeul the vicim af & ime i, under
Limiled = | WE dE fele iy cliliin the jpeiscn s
agreemenl, shoul a death we believe may be the ssiull ol erminal
comduil, sl crimmal comduct withis Fralesich Comgy Fos anl
Resces Depanmenl, oF, in Shogenty S cemilimos 0 o &
crime, e cation of e cime of vasbmi, of the idealaly,
|]|=-:|||Hmlu of h!:tl.'lnd'lh perion wha Sommilied the Gfime
We may
relcaie madical mioemalion by o corncs of nodical cvammes. 'We
mary aluy el Bazal iafis Aot & d [+
Tusesral direcion i neceriary 1o cary cul Cheir dotes
National Security aud Intellipence Activilics We may relesme
medical informaieen aboul you W sulleriesd Rderl oficuls Tor
miclligense, custamiclhgomis, sd olher natknal  socundy
aclivilicsi dalhes ol by L

Bratcigive Serviges [or dee President and (Oders  We may
diselose madical inflomaten shoul vou B sulberiesd Telessl
elficaali &0 ey may pemale b e Preid okt




|mmumirs 7o s 0 2Tmic of & eorTeonaral 1ssvames o under
1be comvey of 0w enfvemomen oifosl, W may ke maesl
mizraisn shwr o it Be owmectoral rwbnden oor lew
miizrcrsoe oifiaal

TAMUE RIGHTSE REGARDGING SIIHCAL IMFOHMATION
BT Wl

ia (151 You haes the ngl o mepord and
sbimn & copy of mados] rEorTason fai may b el 0 makc
deomora abrad yweer cee Ussslly, o reledes medsesl ard
bilmg eoorss, i deoe oo ischex mEEe. U
|qn:|uqﬂ1llnmdndul|rl’u‘r-ut-rrl1ul.n'.
4 ke doamora swer wou, FOU TREE ESDewi FOSr Mol in
wribng o the sppropraic madesl moorés o bilng offec. H pou
regeen L ooy of ihe imizrrmben wr omay chage o b o g
absr, mpples Bsf posags umEIeTd wTE NTLr rogson ¥ vou
N, we may provek wvou il 5 mmmey of the sEonmason
Iexicas of provdisg vou weih sccoes io o o peowde wou wthi an
cxplaraten o B irdomeanne swiend =i ooy Hhdoe prmvaking
Fou wth o mETETan or wr dnd will chis yvoar
EFFTCTESTE i [y thi Soce of Ty, lor propanmy ihe meTERETY OF
ccplaraten Wo mey dosy yor mosoe ormpoct el copy
nabod izformebon o cotus anwince §ovoo e daed
oo i mad il SEeTrEson, vou ey request chal fw deran] be
TTVESEE.
Highi iv Amasd H you fod Bué maded wédormason we hee
Whowd you e 1ecoron] or Inecemick, you may ek = o Eeed fx
mizrraisn You have B ngll ic rogues an emesdreni =or oan
kvng ma the seormEson o bepe by o ke Peedenck Uy Firm and
Kesese epareoe 12 MU on e Fend, R MeCpCcE ML
b mads 1z wnosg ard mwbmricd o te sppropraic madosl
reconds. or blkng doparimeni asd vou T peovids o rason et
AF{EN yOAr rogqueel Weo omay oy AT mguee S an
ErETErse if o 1 mod m wTing o doew mod mele B e I
mﬂhqﬂhmm“mﬂ:ﬂwmlfm
mxk 2 i armmd infomestios fai was o crmied by e, skt
PETRCR OF C2boy At creseed die izirmuncs @ oas bnger nalahlic
‘42 mrake the ETEMEMTE, 18 M AR o0 the SRS SEOTTASON
Eopt by or for Fredenck Coonty Foe asd Beworse Depurinent
ol pam of the iormmbm which pos wodds b pormenia o
meapesi and oopy; of o acorsc ans compiok Tou wil b
nizrmed of $w derinos regEThng Ay mooues S mesdTend of
Four modenl rfomEeion k=g, ¢ wr Brmy yvmar rooues for
ErErEmar, wr Wil poveds you wrih reonmason egardng woer
ngi o rexpoad o thad decimon
Higts o sa Acooupting of Declomres Tou b e ngs o
requeel B0 AcoEEmng of dakwsrm Thm o o8 b of #x
dickarzrm o rmads of meded imizrmunos sbow Fou piber fan
Juskwrzrm mades = oyou, daclomrre sipck you eshesaed
diskwsrms S ML MNTROT 3 JHTER G, OF ST
disciorsrs reomred by brw. T roguest this s or sconuniieg of
diskwzres, oz s mmbowi pour m wrang o i
sppropraic eodeal ncords doasimee. T requesd Taed whuic o
ame penad thal may = b onger then mx vesm ars] may ot
inchec dxian boiors Apnl |4 HIE Your mgsos shosid wd oo
|li'dF:|1'l-.':|.|'r-'::|'.|:I|l-:I-u:n'r|i-r o8 AT

clactrorscully ). The frmd hisk vou reguo wathan & LI-mwweh pariesd
will & Tor. For sddooss] hed, we mary Sarpe wou o peovirding
tha i W wall iy vew of e charpe recies ol vou ey
chewme o wribdors or Twsk Sy voor roguend o S trec before Ty
charpes pre imoared

Highkr i Feguear Hesiozene. oo b fe nghte o megooed &
remnchos o bresxion on e modcsl iomesnm we T o
dlra seRr P S OOAETEOE, pEATEOE, o bolShwarr
EmmEcrA Tou ulsn ke iR sght B orRqueEr o bt on iRc
modeal ireseTeanne wo Soaclosr sbeari you i soTmore who 8
mrvoived 1m wour care o e parpment for your car, Bkcos fesmly
member 20 ined W owm omof regmred by hw i apree i s
requesind reETEns SRyt where you reguoed thad we e doskee
rniteTesnias iz & haath plan for pavTeore or kenlkh cae opowEora
ar e zicrmaivm neleos orly o 8 healtéh cers e o srRoc S
winch we e boes pad m Bull. [F e do sgrex, we will comgply
wich voor raouee urices the isiormaben o sended = previde el
ermergerey femiTenl. [0 reoues roenoiona, o SR MRkE yeRr
reques 13 wmhng o the spproprmic mdesl roords o bllng
ofice. In pour mquest, pou et iell o 1) wehai miorrmbon you
i i bt 010 wvhaciber verl ware i bret por o, declemse, o
iy, mmdl (1 in whom you was e ol i spply, for conple,
i B LT T YR AR

Hiz o Lsefldrenal Lsmmemcatenr So v e ngim i
MEOUCE: {0 PO COMESLETEAD ORE Som L on & ooefdarsal bama
by umsg sicemie mesw bzr mompi ol oloTTeEon o by
recaving the imiormibon & adliomaber bextora For Sorepl
you oan ask fast we ooy contect vou o work or by mml, o mi
areehor mabng sddrom, boodo yor oox aZnom We mod
sccormrerdate wvrar recues, if i @ roascesble Fou amomnd
recparsd dn prosds w0 oplesEdon a8 i i b o Eoar
reguest, bui oyoo e ey hoss oor whers yon owuh do Be
oorimcird. LU mmbed oor Fromcy UESwor or ihe ppeopraic modol
moords or bilimg offics f you momm mck  cosfideniml
COTESLIERD MEA.

Fighr ts 0 Fapar Cepy of This MeSee. 1o haeve the ngtd 228
papeer copry of Sun Modos ead rmay ek o i gree pou o copy of S
Féotor af wEy Eme e of vou b apreed o roceren than Mosoe
clacirorsally, vou e shill cebiiesl o 0 paper copy of the beohon
:bqthn:pl.pq'rd'h.lhm PR & COpy brm Dae
pErEon wis 10 MEEEEerng wodl AA N pEncmd or mmbewi o reoues N
Wit g i o ey LeSoer

A P T 1 BEVT I

W romerve B npht o chasge thas Mooce We rmseres the ngghe in
make B rmveed Moooe cSoctve S mecdos] reonTEEOn W
alrmasy e abeRE ol B well B LTy STOETTEEOE We mETeT m
the fuhoe. We will poed & copy of #w corent Hoboe & oo
leoxtora. Tha Mobos will costus on the St page, 1o dop Bed
comier, the =Seotve der. A paper o clactroess copy of B revised
Biotor will br svmlhic spon wquest on or afier B effooes deiz
of e reamo

OTHEE 1Rops SRD DR TOS HEY DF PMEDICS]
JRFCHNLL TIOR

e e pnd Snerlowerms mnd oovvered by il Bosoe o fh Leew
thai apply to 1 mary onlby be masc wth your snbon srfwnsason
omr wirsrs sehonaben sl fpeally b ragures for maoe wecs

and ficbwezroe of pavchogSoraps roece, Mo ouwes ane doscloaroa
for marbcisg, ard Tesd sTargrExnis evohong e mslc of
proiccicd heakh mizrrmien H pon provsk o psiwneancs @
e o decicss machon] meseTaben aboai yoU, FI O MAY FEVORD
fhat miboeowEon In wnbng, o ary bBre F pom meckr woar
sfhoromton, wo wll so lepo o or dsclosr madosl
micrmabon eboud yorl sor B neasora coverxl by e ssfhannanos.
Tou undoeand b we cassnl renll oy Sixlzaees we e
Erendy raads wrdn pol ESEIOTOREON A thAl WT BT MU
olan or moords of fx ooaaw fmi owe promded B owvono

LML AINTE

H pou balirre your praey mghia lave been vicksiad . you mary ke
5 complaryt witk the Seerchey of fw Doparmsee =f Healis ardl
Hozras Sorace or par rivecy USScer A1 complsmes. e b
mberrtrd T wrasg Y wall e be rombeied agan fording e
complar

AL SEILITY

Ihn Mancz appso i fw eoordn of PR AT pencll by i
areben mad of Irafence Loumiy Frossd Eoox
Ixeparsras: basd in S Lonies |siormubn below, wioher s
tv Fredorek Lourmy Fow oasd Kesse |rcparmoe porssred,
comacion, oF your posoesl docior. Teoor porsoral Sooior Ty
Erer Siffronl poboes of roboee regevhng e Scodrs uss ans
dinclesrers 2l rackon] ird DT on oweed by yor dactor

Fea copacn 20 yraor rrad izl record or beling mesres, onnteer

Nied icnl Bcorda

= Bilzniz {*fRer

Fredenck Uoamiy Fredorck: Lnarny
Firzand Heosese Fire p=d Heoseur
I xpasrom I eparrmos:

U [ Lorversi o 1 Lot
v Linwr
Wirskosor, WA W ek, WA
I i

5D} BEASRTE [T BRE-2E1K

PRIVALCY OFFILER

f w1 vy conimt e Snlkowa ng ofScc wrdh exy coscaTa
Ickphone W50 BE2-581K

Addrem Frederek Cogsdy Firesed Heseee Depssresd, LA
I'rovmey Cflcer, DOBD Coversione Linve, Wirshasier, WA, 23400




NPP in Emergency Settings

During the emergency treatment of a patient, the NPP must be
given as soon as practical as detailed in 45 CFR 164.520 of the
privacy rule.

Providers may provide this information after the transfer of
patient care at the receiving facility.

This ensures that the provision of this information does not
interfere with patient care or become lost during the emergent
phase of treatment. If after transfer of care it is still not feasible
to present the patient with the NPP, then the EMS Provider may
leave it with the assigned nurse to present when it is feasible.



Permitted Disclosures

Disclosure of PHI is
acceptable in the
following
circumstances:

Treatment

Payment

Operations

Public Health Regulations
Victims of Abuse

Judicial Proceedings

Law Enforcement

Births and Deaths
Research

Protection of Public Safety



Treatment, Payment, and Operations

Treatment - giving PHI to other providers involved in
patient care, such as the hospital.

Payment - receiving PHI from other providers, as
necessary for billing.

Operations - audits, quality assurance assessments.



Public Health Activities

Disclosures to public health authorities, as authorized
by State Law.

Also, allows for notification of communicable diseases
to EMS providers involved in an exposure.



Victims of Abuse, Neglect, and Domestic
Violence

The law requires (and HIPAA allows):

Reporting an “endangered adult” believed to be a
victim of battery, neglect, or exploitation to Adult
Protective Services or law enforcement.

Reporting a child that is believed to be a victim of
abuse or neglect to the immediate supervisor,
Child Protective Services, or law enforcement.

HIPAA should NEVER get in the way of reporting
abuse!



Judicial Proceedings

Disclosure must only be made when a Judge or
Grand Jury orders disclosure through a subpoena
Oor warrant.

“*A private attorney does not have the authority to
order a provider to discuss a case. If contacted by
an attorney, always contact your supervisor, the
County’s Law Office, and Privacy Officer for advice
before proceeding.**



Law Enforcement

Disclosure of PHI to Law
Enforcement is permitted
when:

Required by law.
Ordered by a court.

Ordered by Administrative
Subpoena.

“You may still ask the
Privacy Officer or your
supervisor for guidance!*



Law Enforcement

When assisting the police Name / Address

to identify or locate a

suspect, missing person, or Date / Place of Birth

witness, the provider may

release: Social Security #
Blood Type

Date / Time of Treatment

Distinguishing characteristics -
height, weight, tattoos, scars,
etc...



[Law: Enfercement
Decedents

[n the CommonwealthrofVirginialocal law enforcement: is
required to respond torany unattended deathrand will
conduct an imvestigation.

You may request [law Enforcemenit anytime you feel an
attended deathis “suspicious  in nature:

You may: release P toralert law enforcement ot a'patient's
deathy; I the death have resulted from: criminal activity.

You are not required to make a ‘legal'conclusion™ that the
deathiresulted from a crime.

@Only a “suspicion’ isirequired.
Note: thiereis a general exception tor releasing PEIto
coroners and ftineral directors for non crime-related deaths.



Law Enforcement

As patient care advocates, EMS Providers
should encourage law enforcement to gain
information directly from the source, when

possible.

Any requests for information regarding the incident
should be directed to the Fire and Rescue
Department’s Privacy Officer.



Law Enforcement

Law Enforcement is not a covered entity; therefore, the
patient still maintains their right to PHI even when in
custody. PHI must remain protected unless consent is
given.

The patient still has the right to consent to transport as
long as they are mentally and physically capable to
consent, and sign as such even while in custody.

When releasing a patient to Law Enforcement custody
(patient refusing transport to the hospital by
ambulance), they are not providing medical care;
therefore, we do not share PHI without consent from
the patient.





https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf

Civil Penalties

Minimum Maximum
Penalty Level of Penalty per Penalty per
The U' S' Tier Culpability Violation  Violation
Department of (o9)  (z019)
Health and No

Knowledge 7 $58,490

Human Services
may impose civil
penalties on a
covered entity
for failure to
comply with a
Privacy Rule
requirement.

Reasonable

Cause $1,170

$58,490

Willful
Neglect -
Corrective
Action Taken

$11,698 $58,490

Willful
Neglect - No
Corrective
Action Taken

$58,490 $1,754,698

New
Maximum
Annual
Penalty

(2019)*

$1,754,698

$1,754,698

$1,754,698

$1,754,698




Criminal Penalties

A person who knowingly obtains or discloses individually
identifiable health information in violation of HIPAA faces
a fine of $50,000 and up to one-year imprisonment.

The criminal penalties increase to $100,000 and up to five
(5) years imprisonment if the wrongful conduct involves
false pretenses, and to $250,000 and up to ten years
imprisonment if the wrongful conduct involves the intent
to sell, transfer, or use individually identifiable health
information for commercial advantage, personal gain, or
malicious harm.

Criminal sanctions are enforced by the U. S. Department of
Justice.
Pub. L. 104-191; 42 U.S.C. §1320d-6.



You and your partner respond for a neighbor who suffers from
depression. You discover during your assessment that the
patient has had suicidal thoughts. After the call, you are
concerned that other First Responders in your community need
to know the extent of the patient’s illness so they can watch for
warning signs should the depression deepen.

Can you share what you have learned with you fellow First
Responders?
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HIPAA
Scenario Two

There is a call in your town. It involves the
treatment of an entrapped farmer who
subsequently dies from his injuries. You are
concerned that a Critical Incident Stress
Debriefing might lead to a violation of HIPAA.

Should you be concerned?



Answer

No, a Critical Incident Stress Debriefing is held with
only those providers involved in the call. The rules of
CISM is that everything said at the debriefing is
confidential.



You are in charge of presenting a CE session for the monthly
meeting of First Responders. You want to share some of the
details of a recent call, but you are concerned you will be in

violation of HIPAA because the patient is a resident in your
town.

Can you do case review as education? If so, what
precautions should you take to protect the patient?



Answer

You can use the details of the call as education as long
as you do not give out identifying information such as
name, address, etc.



The First Responders in your fire department routinely use a
break room in the station to fill out their paperwork. The

room is not secure. How can you ensure that confidentiality
is not compromised?

Can you work on paperwork while non-First Responders are
in the room?



Answer

[f you are working on EMS First Responder paperwork,
you need to be sure to put everything away when you
are done. Do not leave call reports with confidential
information on the table where anyone can pick it up.
You can work on paperwork with non-EMS personnel
in the room, but do not share the information with
them. Remember to use reasonable safeguards to
protect the patient’s privacy.



You have just assisted with your first field delivery
of a newborn. You are so excited you post it on
Facebook with pictures from your cell phone. Can
you do this and still comply with HIPAA?




Answer

No. Putting information about EMS calls on Facebook
is a breach of confidentiality. Even if you use no
names, it would be very easy in a small community for
people to figure out who the mother and child are.
Taking pictures of patients with your personal device
for personal use is a breach of HIPAA. Pictures should
only be taken for use in reporting on a Department
owned device and not saved on the device.



You have transported a suspect (now patient) that
is in law enforcement custody. The patient
consented to the transport. The officer would like
you to provide a copy of your patient care report to
him after you finish it so he can review what

happened during the transport. Should you give it
to him?



Answer

No. The patient still has their rights to their PHI. If
the officer requests a copy of the report, he / she will
have to direct it to the Fire and Rescue Department’s
Privacy Officer. This is not your responsibility or duty
to provide this information as he / she is not covered
under HIPAA.
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http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/training/index.html
http://www.provena.org/usmc/body_ems.cfm?id=291
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf

Documentation Update

With the constantly changing environment
surrounding healthcare, our documentation has come
to the forefront.

Globally, we are going to a more patient centered
system where all records from pre-hospital, hospital,
specialty, and rehabilitation facilities are sharing their
information in one patient file.

Our records need to be accurate and complete to
provide our patients with the best overall care.

The following slides will review some common errors.



Documentation Update

Remember all calls start at dispatch...why were you called?

Paint a picture from start to finish. From dispatch to on scene, to
transferring care at the hospital. Include all details.

Like your mom says “Use your words”

You are trained to use descriptive words like lateral, medial, superior, and
inferior, so use those. You also know the difference between a femur and a
humerus. Use the proper terminology. When no one term fits, use the best
words to describe what you have seen.

All patients get an assessment so make sure you detail that assessment in
your narrative.

The chief complaint is the main thing the patient is complaining of, not
what the nursing home staff say the lab values said.

The primary impression is your differential diagnosis not what you were
dispatched for.

Mental Status: What is their mental status and is this normal for them.

Signature: Make sure you get the patient’s signature with ALL calls. Only
get the staff to sign if the patient is medically or physically incapable.



Documentation Update

Back to basics:
Remember your tools like OPQRST and SAMPLE.

Treatment

How did you treat your patient’s complaint? How did they
respond to the treatment? Why did you place the patient on
Oz or start an IV, what was the clinical reason?

Transport and Transfer of Care

How did the patient get on the cot? Walk, assisted, full lift?
Why couldn’t they walk by themselves?

Who did you transfer your patient to and where?
Your role is to document all relevant clinical information -

accurately, completely, and honestly.



YOUR ANALYSIS IS ONLY
AS GOOD AS YOUR DATA




Documentation Update

The supplemental questions and fields in your report are
just as important as your narrative. These questions are
used for a wide variety of reasons from Quality Assurance
(QA) to identifying information for the continuation of
care. Common errors:

Unit Call Sign / Vehicle Number need to match

Transport mode from scene (Emergent is Priority 1 or 2 with
lights and sirens, Non-Emergent is Priority 3)

Destination hospital (if you're not going to Winchester
Medical Center, this needs to be changed)

Patient disposition
Incident address when dispatched to another jurisdiction



Documentation Update

Your ImageTrend Report

So, you did an awesome narrative that has everything you did but....
you didn’t put anything under procedures and medications. When
we run numbers for the statistics or grants, we need that
information to show how we are doing as providers. This

information must be entered for proper reporting not only for
FCFRD, but the Virginia Office of EMS requires it as well.

Attachments

EKG: Ifyou place the patient on the monitor you are required to
include a copy of the ECG Strip. This is considered a part of the
patient’s medical record.

Facesheet: You are also required to attach a facesheet whenever
possible for each transport. This must be for the correct patient.
Attaching a facesheet for the wrong patient is considered a
potential HIPAA violation.



Documentation U;

During the COVID-19 Pub]

bdate - COVID-19

ic Health Emergency

(PHE), it is acceptable to al

low the crew or a patient

representative (family member or hospital employee)
to sign on the patient’s behalf if the patient is an actual
or suspected COVID patient (even if the patient is
otherwise mentally or physically capable of signing).

This is primarily to allow crews to avoid the risk of cross
contamination of ePCR devices.

Note that this is a limited exception only for COVID-19
patients and only during the PHE.

This needs to be documented in your narrative.



Documentation Update - COVID-19

PPE usage should be documented in your narrative to
assure all proper PPE is being used on suspected
patients.

With an actual or possible COVID-19 patient, crew
should document:
Patient’s known or suspected COVID-19 status (positive
test, symptoms, etc.).
Fact that patient (or authorized signer if patient is
incapable of signing) directed the crew or representative
to sign for the patient.



Documentation Update

[f you receive a notice that your report needs attention, you are
recﬁuired to respond to that request in a timely manner. Your officers
will be following up on outstanding reports and get a list on a monthly
basis.

Remember that PCRs are LEGAL documents and should be treated as
such. Sometimes the hospital is not the only agency reading this
report.

Remember that PCRs are only to be reviewed by staff and crew that are
directly responsible for QA Operations, involved in patient care, or
have an approved reason to obtain that report. PCRs are not reading
material for “interesting” incidents. Patient privacy is of the utmost
importance.

As always, if you have a question or need help, we are here to help!



Next Step

Complete the quiz on the FCFRD website and click
submit.

You must score 70% to pass the training.
If you do not pass you will be allowed one retest.
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